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NAVIGATING THE 
SOFTWARE AND WEB 
HOSTED REVIEW AND 
PURCHASE PROCESS

Presenter Notes
Presentation Notes
Information Technology acquires hardware, networking, audio-visual, Software and Web Based Services.  Leverages Request for Proposal (RFP) along with both New York State and SUNY Contracts to optimize spend to ensure best value in selecting all technology equipment and services. The Information Technology Team collaborates across campus with department stakeholders, the VPCIO office, Equity Diversity and Inclusion office, and SUNY legal counsel.  This comprehensive process is intended to confirm all information technology purchases are procured in a manner that safeguards University Systems and Data while providing an accessible experience to the UB Community.  
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Software and Web Based Services 
Hosted

Presenter Notes
Presentation Notes
Software and Web Based Services.   

What does that mean?   What are we talking about in this session?  

Software and Web Services are software applications or cloud technologies that allow devices to communicate and exchange data over the internet.  

You may also hear cloud services, Software as a Service or SaaS, Web-based, on-line, hosted services.   If it is accessed over the internet – it falls in this category.
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Average Data Breach costs $4.88 Million

Campus Wide Needs

Accessible Solutions

Department Operations

Student Success & Retention

Classroom Learning

Keep UB network safe

Protect UB Data

Presenter Notes
Presentation Notes
Balance of Security, Accessibility, data protection and department/University Needs.  We want to retain the best and brightest and ensure our students succeed.  

All equally important. 

Backed by UBIT and Web Accessibility polices, SUNY policies and New York State Law 
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Presenter Notes
Presentation Notes
New Process utilizing ShopBlue as a point of entry for all Software and Web hosted Review and Purchase Process.

Old Process was started in 2018 due to a letter of agreement with the Office of Human Rights to ensure UB performs due diligence in future purchases by ensuring the tool is accessible or has an equal accommodation. 

Added the IT Review with an IT Questionnaire to ensure a secure and safe environment, obtain permission to share data, and make VPCIO area aware of upcoming projects that may need VPCIO IT assistance.  

The previous process was manual, disjointed at times, lacked centralized tracking ability, and was generally confusing.  
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Presenter Notes
Presentation Notes
What is your role as an end-user/decision maker?  Where do you start?  

You have a need and budget approval to move forward.    Do you start in ShopBlue?  With IT?  Do you collect the VPAT and HECVAT (more on these later) from the vendor before knowing the process?

We’ve been working on a streamlined solution reducing manual tasks while providing a tracking system. 

We found a solution within an existing tool – did not need to buy anything new.  
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Step 1:  Complete & Submit Service Form 

Presenter Notes
Presentation Notes
Coming Soon will be a new Software and Web-Based Services Request Form

Form contains basic information such as, new or existing purchase, is renewal as is or are we adding features, desired length of contract, and who is using this tool.  

What you are buying, who is using it, what data are we sharing and when do you anticipate needing this solution.  Is it replacing a current product?   Everything we need at minimum to route your request appropriately through ShopBlue.  
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Step 2:  Buyer Review – Bid or No Bid

Buyer approves initial review step and sends request to 
the IT Review/Accessibility Step 

Buyer Creates a Sourcing Event and begins bid process 
with end-users
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Step 3:  ShopBlue email notifies Dept IT Node about pending request

If not, submit VAR form. 

Can you use an Existing Tool

Role of Department IT Staff

Presenter Notes
Presentation Notes
Talk about role of the Dept IT staff. 

If user does not know DEPT IT Staff, they should select “I don’t know my node”.  The IT Review team will receive those requests directly and forward your request to the appropriate person within your Division/Unit.

The IT Staff must:  Review existing software and web-based tools that were already reviewed.  If an existing tool can be used, Dept IT staff should discuss with their end-user.    If the new tool is required, the IT Review team will work with your Department IT Staff or Central IT Staff to obtain any necessary documentation required for the IT Review team to give approval/non-approval.  

Accessibility review is done at the same step. 

Both the IT Review Team and the Accessibility Review Team process your request in their individual systems.  Upon approval/non-approval, the Purchase Request is updated and returned to the buyer for further processing
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Step 4:  Concurrent IT and Accessibility Reviews

•In accordance with UBIT Policy: Use of Software Applications at UB

Presenter Notes
Presentation Notes
This process is to ensure compliance to UB and SUNY policies along with NYS Laws regarding data security, privacy, and accessibility. 

Roles:
Dept IT Staff – obtain any necessary documents such as HECVAT or VPAT, answer any questions and coordinate Q&A with dept as needed. 
IT Review Staff – Check security, compatibility with existing infrastructure, data use, etc.  
Approve or non-approve

They may also determine the item does not require a review but it’s important to allow the IT Review experts to make that determination.  They are the subject matter experts on the University systems and security.  
Communicate with dept non-approval reasons.  If rejected, the department should discuss with IT the situation and then work with purchasing as needed to find an alternate solution.  
What is the HECVAT?
For Colleges and Universities—The HECVAT is a questionnaire framework specifically designed for higher education to measure vendor risk. Before you purchase a third-party solution, ask the solution provider to complete a HECVAT tool to confirm that information, data, and cybersecurity policies are in place to protect your sensitive institutional information and constituents' PII. 
Approve or non-approve.  Communicate with Dept non-approval reasons

Role of Accessibility
Check Accessibility and work with vendor as needed 

A Voluntary Product Accessibility Tefor emplate (VPAT) is a document that explains how a product or service conforms to accessibility standards.
The VPAT is a tool that helps buyers make informed decisions about a product's accessibility. It can help buyers: 
Understand how well a product meets accessibility standards 
Compare the accessibility of similar products 
Choose a product that meets their accessibility needs 
Plan qually effective access if an accessible product isn't available


https://www.buffalo.edu/ubit/policies/guidance-documents/use-software-applications.html
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Step 5:  Purchasing Process

Presenter Notes
Presentation Notes
When all hands on deck state it’s good to purchase – Purchasing begins the process. 

Once both steps approve or non-approve, the resulting request is sent back to the buyer/procurement office.  

Buyer will then process request.  Although buyers may start requesting documents or reviewing terms and conditions, the actual purchase process does not begin until after receipt of both approvals, if applicable.  In certain instances, alternate contract language is suggested for use to ensure vendor is committed to our IT and Accessibility needs.  
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https://www.buffalo.edu/administrative-
services/managing-procurement/shopblue-
system.html

https://usertest.sciquest.com/apps/Router/ShoppingD
ashboardUserDetails?tmstmp=1728779870635 

SOFTWARE AND 
WEB-BASED 
SERVICES FORM 
DEMO

https://www.buffalo.edu/administrative-services/managing-procurement/shopblue-system.html
https://www.buffalo.edu/administrative-services/managing-procurement/shopblue-system.html
https://www.buffalo.edu/administrative-services/managing-procurement/shopblue-system.html
https://usertest.sciquest.com/apps/Router/ShoppingDashboardUserDetails?tmstmp=1728779870635
https://usertest.sciquest.com/apps/Router/ShoppingDashboardUserDetails?tmstmp=1728779870635
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Recommendations for Technology Purchases

Presenter Notes
Presentation Notes
Meet with us as early as possible and before meeting with vendors.
 
Purchasing has several research/information gathering processes to assist with decision making.  

All software as a service and hosted purchases have terms and conditions along with click-through purchases.  Purchasing reviews all terms and conditions including master services agreement, privacy and data clauses, legal terms, functional and technical terms, statements of work, proposals and anything else provided by a vendor.  

It’s important we negotiate key items such as warranty, liability, indemnification, uptime requirements, service level agreements, non-conformance, breach of agreement, termination rights.  This is in alignment with state laws, legislation and statutes along with UB and SUNY policies.   Most of our terms are guided by law and best business practice.  
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QUESTIONS?
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How did we do?

Take the Session Survey on your smart 
device using the QR Code on your 

schedule."

Each Business Day attendee will receive 
a schedule with a printed QR code.
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