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Presenter Notes
Presentation Notes
Information Technology acquires hardware, networking, audio-visual, Software and Web Based Services.  Leverages Request for Proposal (RFP) along with both New York State and SUNY Contracts to optimize spend to ensure best value in selecting all technology equipment and services. The Information Technology Team collaborates across campus with department stakeholders, the VPCIO office, Equity Diversity and Inclusion office, and SUNY legal counsel.  This comprehensive process is intended to confirm all information technology purchases are procured in a manner that safeguards University Systems and Data while providing an accessible experience to the UB Community.  
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Software and Web Based Services



Presenter Notes
Presentation Notes
Software and Web Based Services.   

What does that mean?   What are we talking about in this session?  

Software and Web Services are software applications or cloud technologies that allow devices to communicate and exchange data over the internet.  

You may also hear cloud services, Software as a Service or SaaS, Web-based, on-line, hosted services.   If it is accessed over the internet – it falls in this category.
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Campus Wide Needs Student Success & Retention

Department Operations Classroom Learning

Accessible Solutions
Protect UB Data

Keep UB network safe “
Average Data Breach costs $. "


Presenter Notes
Presentation Notes
Balance of Security, Accessibility, data protection and department/University Needs.  We want to retain the best and brightest and ensure our students succeed.  

All equally important. 

Backed by UBIT and Web Accessibility polices, SUNY policies and New York State Law 
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Presenter Notes
Presentation Notes
New Process utilizing ShopBlue as a point of entry for all Software and Web hosted Review and Purchase Process.

Old Process was started in 2018 due to a letter of agreement with the Office of Human Rights to ensure UB performs due diligence in future purchases by ensuring the tool is accessible or has an equal accommodation. 

Added the IT Review with an IT Questionnaire to ensure a secure and safe environment, obtain permission to share data, and make VPCIO area aware of upcoming projects that may need VPCIO IT assistance.  

The previous process was manual, disjointed at times, lacked centralized tracking ability, and was generally confusing.  
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Presenter Notes
Presentation Notes
What is your role as an end-user/decision maker?  Where do you start?  

You have a need and budget approval to move forward.    Do you start in ShopBlue?  With IT?  Do you collect the VPAT and HECVAT (more on these later) from the vendor before knowing the process?

We’ve been working on a streamlined solution reducing manual tasks while providing a tracking system. 

We found a solution within an existing tool – did not need to buy anything new.  
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Step 1: Complete & Submit Service Form

| SHOPBLUE

(¢} < sciquest.com/app B % L 0 8 =
£} Most Visited @ Getting Started 4B UB Workflow Client [ From Internet Explorer @) https://www.msn.co.. [ Other Bookmarks.
a GR uestyasuno | SHOPBLUE AlY Search (Aft+Q) a 0.00USD W (VAT ey §
Shop * Welcome to ShopBlue!
Fisher Scientific: Fisher Scientific is now sending and advanced 10 ShopBlue to help ~
users better track their order status
MRO Supplies v
Reminders
Replacing Punchout Orders: [} (54 [ (5]
If you need to replace or reorder an existing lease create a new the Punch
copy existing carts. Contracted prices change, and copying an isition may resul icing on your new requisition, m i

which can result in delays or cancellation of orders.

LHll © Type here to search

Punchout Minoritech-Cert MWBE
Please follow the U
. [
Invoices and Inguiries for Accounts Payable
Invoices:
To ensure timely payment, email any invoices you receive directly to the below email addresses for payment to be processed and include MCMASTER-CARR..
the nurchase order number or reauisition number directlv on the invoice if not alreadv listed. A nurchase ordar is reauired to nrocess
ly Draft Carts
office Supplies
Showing Results 1-2 of 2 [
-
NUMBER CART CART TYPE DATE J TOTAL
177686791 2023-10-03 BUF-UBMCHERI 01 My Drafts 10/3/2023 0.00USD
Special Requests
! 132579120 2020-06-05 BUF-UBMCHERI 01 My Drafts 6/5/2020 0.00USD b= =
STANDI, 'PRJG -mME
PAYMENT
ORDE. ANIMAL
REQOEST REQUEST REQUEST
[_Form __}
TRADEMA EHE&S
w’i’gﬁgﬁ REQUEST

Powered by JAGGAER | Privacy Polioy



Presenter Notes
Presentation Notes
Coming Soon will be a new Software and Web-Based Services Request Form

Form contains basic information such as, new or existing purchase, is renewal as is or are we adding features, desired length of contract, and who is using this tool.  

What you are buying, who is using it, what data are we sharing and when do you anticipate needing this solution.  Is it replacing a current product?   Everything we need at minimum to route your request appropriately through ShopBlue.  
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Step 2: Buyer Review — Bid or No Bid

Gl univessityatsutale | SHOPBLUE

&
15

Buyer Creates a Sourcing Event and begins bid process
with end-users

Buyer approves initial review step and sends request to
the IT Review/Accessibility Step
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Step 3: ShopBlue email notifies Dept IT Node about pending request

Role of Department IT Staff

Can you use an Existing Tool

£¥ Most Visited @) Getting Started T UB Workflow Client [ From Intemet Explorer @3 https://www.msn.co... (3 Other Bookmarks

GE university at Buffalo

UB Information Technology e s | [ e

Services | NewsandAlerts  ITPolicies  AboutUs e INFO FOR ©

UBIT » Service Guides 5 Software » Software and Web-based Services Review » Software and Wab-basad Sarvices Review Catalog

Software and - .
Web_based Software and Web-based Services Review

Services Review Catalog

The Revie

The software catalog lists software and services reviewed by the Software and Web-
#Software and Web-based based Services Review team. Follow the accessibility, and data classification level
Services Review Catalog

EEEE—— requirements (detailed information below) for additional use. If product is noton
the list submit a new review request (2.

ON THIS PAGE:
« Catalog Views
- Definitions

- Subsequent use
= Automate

a (I staff onlyy

Catalog Views

The catalog offers different views of the items. The catalog opens o All llems view. To change fo a

different view, click All lema on upper right side of screen. A dropdown list will appear. Select the view: @
« Allltems: Cleared and Rejected items disolayed.

If not, submit VAR form. Q



Presenter Notes
Presentation Notes
Talk about role of the Dept IT staff. 

If user does not know DEPT IT Staff, they should select “I don’t know my node”.  The IT Review team will receive those requests directly and forward your request to the appropriate person within your Division/Unit.

The IT Staff must:  Review existing software and web-based tools that were already reviewed.  If an existing tool can be used, Dept IT staff should discuss with their end-user.    If the new tool is required, the IT Review team will work with your Department IT Staff or Central IT Staff to obtain any necessary documentation required for the IT Review team to give approval/non-approval.  

Accessibility review is done at the same step. 

Both the IT Review Team and the Accessibility Review Team process your request in their individual systems.  Upon approval/non-approval, the Purchase Request is updated and returned to the buyer for further processing



.
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Step 4: Concurrent IT and Accessibility Reviews

= TRt » »
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Presenter Notes
Presentation Notes
This process is to ensure compliance to UB and SUNY policies along with NYS Laws regarding data security, privacy, and accessibility. 

Roles:
Dept IT Staff – obtain any necessary documents such as HECVAT or VPAT, answer any questions and coordinate Q&A with dept as needed. 
IT Review Staff – Check security, compatibility with existing infrastructure, data use, etc.  
Approve or non-approve

They may also determine the item does not require a review but it’s important to allow the IT Review experts to make that determination.  They are the subject matter experts on the University systems and security.  
Communicate with dept non-approval reasons.  If rejected, the department should discuss with IT the situation and then work with purchasing as needed to find an alternate solution.  
What is the HECVAT?
For Colleges and Universities—The HECVAT is a questionnaire framework specifically designed for higher education to measure vendor risk. Before you purchase a third-party solution, ask the solution provider to complete a HECVAT tool to confirm that information, data, and cybersecurity policies are in place to protect your sensitive institutional information and constituents' PII. 
Approve or non-approve.  Communicate with Dept non-approval reasons

Role of Accessibility
Check Accessibility and work with vendor as needed 

A Voluntary Product Accessibility Tefor emplate (VPAT) is a document that explains how a product or service conforms to accessibility standards.
The VPAT is a tool that helps buyers make informed decisions about a product's accessibility. It can help buyers: 
Understand how well a product meets accessibility standards 
Compare the accessibility of similar products 
Choose a product that meets their accessibility needs 
Plan qually effective access if an accessible product isn't available


https://www.buffalo.edu/ubit/policies/guidance-documents/use-software-applications.html
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Step 5: Purchasing Process

G universityatputale | SHOPBLUE



Presenter Notes
Presentation Notes
When all hands on deck state it’s good to purchase – Purchasing begins the process. 

Once both steps approve or non-approve, the resulting request is sent back to the buyer/procurement office.  

Buyer will then process request.  Although buyers may start requesting documents or reviewing terms and conditions, the actual purchase process does not begin until after receipt of both approvals, if applicable.  In certain instances, alternate contract language is suggested for use to ensure vendor is committed to our IT and Accessibility needs.  
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SERVICES FORM N
DEMO

https://www.buffalo.edu/administrative-
services/managing-procurement/shopblue-
system.html

https://usertest.sciquest.com/apps/Router/ShoppingD
ashboardUserDetails?tmstmp=1728779870635
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https://www.buffalo.edu/administrative-services/managing-procurement/shopblue-system.html
https://www.buffalo.edu/administrative-services/managing-procurement/shopblue-system.html
https://www.buffalo.edu/administrative-services/managing-procurement/shopblue-system.html
https://usertest.sciquest.com/apps/Router/ShoppingDashboardUserDetails?tmstmp=1728779870635
https://usertest.sciquest.com/apps/Router/ShoppingDashboardUserDetails?tmstmp=1728779870635
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Office Supplies ~

== s

Proftech-Certified MBE

Special Requests ~
o Ml Ml A
|___FORM | |__FORM__ | [__FORM | [ __FORM |
STHNIING BéAE’E‘ET EH&S SERVICE
Euss'r R SUEST REQUEST REQUEST
L ﬂ &ﬂg .?L PAYMENT Service Request Form
E ﬁ g "ﬁ l’ g Ready for testin
REQUEST / 2
Ml Ml Ml A
Standing Order Request Blanket Order Request EH&S Request Lab Animal Order Request
e Fal Fal
Supplier
Payment Request Trademark / Artwork Request Change Request Form Request
[__FoRM ]

(]
(]

John lacono Incorporated

Test Link Event Service Form Technology Service Form
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O

Form - Technology Service Form O ™ Close -

Instructions @

UB's Software and Web-based Services Review is required to comply with federal and state regulations, SUNY and UB (University at Buffalo) policies, and industry best practice. The goal is to identify potential problems before software is acquired or used to avoid serious consequences. Our team of experts stay
current on compliance requirements for accessibility, data security and business impact. The team consists of members from VPCIO staff and the Electronic and Information Technology Accessibility Officer.

What kind of software requires a review?

+ Desktop applications

+ Third party add-ins/plug-ins

+ Web-based services (hosted software)

+ Server-based software requiring installation on UB servers

+ Any service or software accessed by students or the public via UB or third-party websites
+ Any software that contains or exchanges Personal Identifiers (PID) or HIPAA data
+ Any upgrade from current on-premises to cloud-based services or

+ Any medules or services added to an existing approved tool

+ Software Open source

+ Freeware

« Shareware

* no-cost products (provided free from a supplier)

« Trial or demao versions that require installation on UB systems

If your request is approved by the Software and Web-based Services Review Step, the request will return to the buyer to begin the procurement process.
If your request is not approved by the Software and Web-based Services Review Step, the buyer will reject or return the purchase request to the Department approver.

Department or Group Contact Information @
Select Node -
Supplier Contact @

Supplier Contact Information

Existing Supplier

Enter Supplier # Select Supplier Q

If you've contacted the supplier, please provide the supplier contact information below

Supplier Contact Name
Supplier Contact Email Address

Supplier Contact Phone Number
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Product Information

Describe the product or service you are
requesting to purchase %

Pl

ning expand | clear
Select type of purchase * Please select... v

If this request is a renewal, please provide
previous purchase order or contract
number

How many agreement/contract years? Please select... v
Who will use the product or service? Check all that apply.

[] students

Faculty

Staff

Researchers/Pl

Community Members/ Non-UB Staff

Oodgdg

UB Affiliated departments and programs

What is the total cost of the supplier quote
or multi-year agreement?

Please upload any supplier quotes, emails, and/or proposals received below

Internal Attachments # Add
Description # Unit Price % Quantity W
ry
v
g
254 characters remaining
expand | clear

Description Unit Price Quantity




% University at Buffalo The State University of New York

Shopping Cart + 4137140

Simple Advanced

Search for products, suppliers, forms, part number, etc.

1 Item

Evertrue Incorporated - 1 Item - 25,000.00 USD

SUPPLIERDETAILS % B3R S002:330 CONGRESS ST 2ND FLOOR, BOSTON, MA 02...

Item

[7 Technology Service Form

~ ITEM DETAILS

1 Description - Year 2 license 12/01/2024-11/30/2025
~ ITEM DETAILS

Commodity Code 00000000-0000000-536000

Default

Catalog No

Size/Packaging

Unit Price

25,000.00

Quantity

aty: 1

ﬂ e Assign Cart
Summary
“ Details
For
Select All - Nina Anders
e D Name

2024-10-15 BUF-NINAANDE 01

Ext. Price Total (25,000.00 USD)
- Subtota
Tax1
Tax2
Shipping
25,000.00

Proceed heckout

B

v

25,000.00
0.00

0.00

0.00

0.00
25,000.00
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Requisition + 4137140

Summary Taxes/S&H PO Preview Comments/Business Purpose Attachments 1 History
General & Shipping
Cart Name 2024-10-15 BUF-NINAANDE 01 ShipTo
Description no value Attn: Nina Anders
Contact Line 2 University at Buffale
Priority Normal Bldg: Crofts Hall
Room: 224
Prepared by Nina Anders North Campus
Buffalo, NY 14260
Prepared for Nina Anders United States
Owner Phone +1716-645-4575 . .
Delivery Options
C Unit ity at Buffalo (28030
ampus niversity at Buffalo (28030) ship via Best Carrier-Best Way
Department Purchasing and Contract Services (1107) Requested Delivery 1o value
Date
Business Purpose no value
Required
@ Requr FOB DESTINATION
Freight Terms Freight charges NOT allowed

Purchasing Information

UB Document Commodity & Buyer

Buyer Commodity Buyer Name Buyer Email Address
no value no value no value
@ Required @ Required @ Required

Additional Purchase Details

Supplier pays freight

P

Buyer Phone Number

no value
© Required

Billing
Bill To

University at Buffalo

Accounts Payable
716-645-2676
apinvoice@business.buffalo.edu
206 Crofts Hall

Buffalo, NY 14260

United States

Credit Card Info

Mo credit card has been assigned.

Billing Options

Accounting Date no valus

O

& ﬁ @ Assign Cart Place Order
Summary =
° Correct these issues. ~

‘You are unable to proceed until addressed

Required: Business Purpose

Required: Buyer Commodity

Required: Buyer Name

Required: Buyer Email Address

Required: Buyer Phone Number

Required: Account-SUNY

Please update fiscal year to 2024 in the Fiscal YR-SUNY field

Total (25,000.00 USD) v
25,000.00
Tax1 0.00
Tax2 0.00
0.00
0.00
25,000.00
What's next for my order? v
Next Step Missing Approver Catch-All
Approvers AdminDeni, Linda

AdminMaute, Michael
AdminMeadows, Ali
AdminScibetta, Bethany

Workflow
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Recommendations for Technology Purchases



Presenter Notes
Presentation Notes
Meet with us as early as possible and before meeting with vendors.
 
Purchasing has several research/information gathering processes to assist with decision making.  

All software as a service and hosted purchases have terms and conditions along with click-through purchases.  Purchasing reviews all terms and conditions including master services agreement, privacy and data clauses, legal terms, functional and technical terms, statements of work, proposals and anything else provided by a vendor.  

It’s important we negotiate key items such as warranty, liability, indemnification, uptime requirements, service level agreements, non-conformance, breach of agreement, termination rights.  This is in alignment with state laws, legislation and statutes along with UB and SUNY policies.   Most of our terms are guided by law and best business practice.  
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How did we do?

Take the Session Survey on your smart
device using the QR Code on your
schedule.”

Each Business Day attendee will receive
a schedule with a printed QR code.
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